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I.

Introduction
1. At its 320th Session in March 2014, the Governing Body of the International Labour
Office (the Office) after an initial consideration of a paper, International cooperation
relating to the Seafarers’ Identity Documents Convention (Revised), 2003, No. 185, 1 was
of the view that because of the complex technical issue raised in the paper, involving both
maritime and border control/visa considerations, it would be important to obtain the advice
of experts on the feasibility, cost and benefits of various technical and other solutions. This
would then assist the Governing Body to make a decision as to the best approach to move
forward to achieve the objectives of the Convention.

2. Members of the Governing Body noted the importance of the issues to both shipowners
and seafarers and the need to make progress. Accordingly, the Governing Body took an
initial decision:
(a)

to hold a meeting involving both maritime and visa experts, within existing resources, to
examine the feasibility and to carry out a cost–benefit analysis of the various options,
including those set out in GB.320/LILS/5, to address the issues involved in the
implementation of Seafarers’ Identity Documents Convention (Revised), 2003
(No. 185), for ratifying and non-ratifying flag States, port States and seafarer-supplying
States, as well as for shipowners and seafarers;

(b)

to consider the outcome of the meeting at a future session of the Governing Body;

3. At its 321st Session in June 2014, the Governing Body made further decisions with respect
to the composition of this Tripartite Meeting of Experts. 2

4. The present background paper is intended to provide information that will facilitate the
discussion at the Tripartite Meeting of Experts. The paper is organized in three parts,
including this first part, together with two appendices. Part II provides information on the
current status of Convention No. 185 and provides some background on the Convention,
its objectives and the current issues. Part III outlines options, including cost and benefit
considerations, with respect to implementation and achieving the objectives of the
Convention. The options are set out in two sections, sections A and B, relating to the two
different situations of Members. Section A outlines issues and possible solutions for
Members of the International Labour Organization (ILO) that have ratified Convention
No. 185 and, in most cases, have made significant investments in the technology to
implement the Convention. Section B considers issues and possible options that would
include Members that have not ratified Convention No. 185 but may have maritime
interests, including the welfare of seafarers, the viable operation of international shipping
and security issues. In that respect it is also noted that under article 19 of the Constitution
of the ILO, even if a Member is not bound by a Convention there is an underlying
obligation to report to the ILO’s Director-General, at appropriate intervals, on the position
of its law and practice in regard to the matters dealt with in the Convention, showing the
extent to which effect has been given, or is proposed to be given, to any of the provisions
of the Convention by legislation, administrative action, collective agreement or otherwise,
and stating the difficulties which prevent or delay the ratification of such Convention.

1

GB.320/LILS/5.

2

GB.321/INS/11, paras 3–6.
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II.

Background

A.

The current status of Convention No. 185
5. Convention No. 185 was adopted in 2003 to replace the Seafarers’ Identity Documents
Convention, 1958 (No. 108), which, although widely ratified, was outdated with respect to
its security measures. A fast-track procedure 3 was adopted by the ILO to allow for the
rapid adoption and implementation of the Convention in order to ensure an effective
response to enhanced security concerns after the events of 11 September 2001. In addition,
a decision was later taken not to include this topic in the Maritime Labour Convention,
2006 (MLC, 2006), a Convention which consolidates most of the existing maritime labour
Conventions (37) and Recommendations (31), and includes a procedure allowing for more
rapid amendments to ensure that the more technical requirements can respond to changing
needs in the sector.

6. Convention No. 185 entered into force on 9 February 2005 and has now been ratified (or is
being provisionally applied) 4 by 28 countries: Albania, Azerbaijan, Bahamas, Bangladesh,
Bosnia and Herzegovina, Brazil, Congo, Croatia, France, Hungary, Indonesia, Jordan,
Kazakhstan, Kiribati, Republic of Korea, Lithuania, Luxembourg, Madagascar, Marshall
Islands, Republic of Moldova, Nigeria, Pakistan, Philippines, Russian Federation, Spain,
Turkmenistan, Vanuatu and Yemen (see Appendix I for details).

B.

Brief overview of Convention No. 185 and
action to support its implementation
7. The main purpose of Convention No. 185 is to facilitate the temporary admission of
seafarers on foreign territory for the purposes of accessing onshore seafarer welfare
facilities or taking shore leave, for seafarers’ well-being while in port, and for essential
transit through a country related to the operation of ships (a seafarer’s arrival to join a ship
or leave a ship, for example to be repatriated). These objectives and industry needs remain
unaltered from the previous Convention, No. 108, as are the facilities to be granted to
seafarers in this respect. The important innovations in Convention No. 185 relate to the
introduction of modern security features in the materials used for the new seafarers’
identity document (SID) and its biometric features (the fingerprint template and the
photograph), as well as features facilitating verification of the SID (uniformity and
machine readability). They also relate to minimum requirements for issuance processes

3

After initial discussions in the International Maritime Organization (IMO) on improved security
measures for the maritime industry, a decision was taken at the 283rd Session (March 2002) of the
Governing Body to place on the agenda of the 91st Session (2003) of the International Labour
Conference an item on “improved security of seafarers’ identification” with a view to the adoption
of a Protocol to Convention No. 108 or other instrument, and Convention No. 185 was adopted by
the Conference 15 months later. See ILO: Provisional Record No. 27, International Labour
Conference, 91st Session, Geneva, 2003, p. 27/9.
4

Article 9 of Convention No. 185 specifies that “Any Member which is a party to the Seafarers’
Identity Documents Convention, 1958, and which is taking measures, in accordance with article 19
of the Constitution of the International Labour Organisation, with a view to ratification of this
Convention may notify the Director-General of its intention to apply the present Convention
provisionally. A seafarers’ identity document issued by such a Member shall be treated for the
purposes of this Convention as a seafarers’ identity document issued under it provided that the
requirements of Articles 2 to 5 of this Convention are fulfilled and that the Member concerned
accepts seafarers’ identity documents issued under this Convention.”

2
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and procedures, including quality control, national databases and permanently available
national focal points to provide information to border authorities. An important security
related feature is that SIDs can now only be issued and verified by the seafarer’s country of
nationality 5 and, although they are not considered travel documents per se (for example,
passports or visas), issuance may be subject to the same conditions as prescribed by
national laws for travel documents. Finally, they relate to a system of international
oversight to ensure that ratifying countries follow those minimum requirements.

8. When the Convention was adopted in 2003, the participants at the International Labour
Conference (ILC) realized that the more technical aspects would need to be developed
before the Convention could be fully operational. In a resolution adopted with Convention
No. 185, the ILC noted that the success of the Convention would “depend upon the
availability in each ratifying Member of the necessary technology, expertise and material
resources for the preparation and verification of the new, secure seafarers’ identity
document, established by the Convention, and for the related database and issuance
processes”. 6 The resolution not only referred to the use of the Organization’s technical
cooperation programme, but, in particular, urged ILO Members “to agree among
themselves on measures of cooperation which would: (a) enable them to share their
technology, expertise and resources, where appropriate, (b) provide for countries with
advanced technology and processes to assist Members that are less advanced in those
areas”. The Office has undertaken numerous technical missions to assist countries
interested in ratifying and/or implementing Convention No. 185, but it has not had
sufficient budget to provide the type of assistance required by many emerging economy
countries that are also home to the world’s seafarers, to help them with the expense of
deploying the complex and secure document issuance systems required to issue SIDs in
accordance with the requirements of Convention No. 185.

9. In another resolution adopted in 2003, the ILC requested the Governing Body to arrange
for the development of a technical standard relating to the biometric template to be
contained in SIDs in accordance with Article 3(8) of the Convention. This technical
standard (ILO SID-0002) was adopted by the Governing Body at its 289th Session (March
2004) and later amended at its 294th Session (November 2005). 7

10. From 2004 to 2008, the Office commissioned tests of biometric products developed in
accordance with this ILO technical standard. Twelve biometric products from 11 different
sources were found to meet the requirements of the technical standard. 8 As a result of
changes in technology and the development of border security control standards since the
last test of products in 2008, most of the products on the list are no longer available and
several of the listed companies no longer exist as independent entities.

11. The tests mentioned in paragraph 10 above had been presented to, and reviewed by, a joint
technical body of the International Organization for Standardization (ISO) and the

5

The Convention also permits issuance to permanent residents (Article 2(3)).

6

Resolution concerning technical cooperation relating to seafarers’ identity documents, adopted on
18 June 2003, Resolutions adopted by the International Labour Conference at its 91st Session
(2003), ILO, Geneva, 2003.
7

The current version of the standard ILO SID-0002 can be found at: http://www.ilo.org/
wcmsp5/groups/public/@ed_norm/@normes/documents/genericdocument/wcms_144265.pdf.
8

A list of these products and their suppliers is published at: http://www.ilo.org/wcmsp5/groups/
public/---ed_dialogue/---sector/documents/publication/wcms_191713.pdf.
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International Electrotechnical Commission (IEC), the ISO/IEC JTC 1 subcommittee on
biometrics (SC 37), which had been cooperating with the ILO on the technical aspects of
the Convention, and especially the development of the technical standard relating to the
biometric template. SC 37 also supported Convention No. 185, by publishing in August
2009, after almost five years of development, the standard ISO/IEC 24713-3:2009
Information technology – Biometric profiles for interoperability and data interchange –
Part 3: Biometrics-based verification and identification of seafarers. 9 This ISO standard
was intended to bring the technical aspects of the SID, as detailed in ILO SID-0002, into
conformance with the global standards for biometrics which had been developed by SC 37
after Convention No. 185 was adopted. It also contained some additional technical options
to help make the SID more secure, and potentially to make it more cost-effective and easy
to use in a global border control environment.

12. In order to consider how best to respond to the content of ISO/IEC 24713-3:2009, and also
to understand why the general pace of ratification of Convention No. 185 had been
comparatively slow, the Governing Body made a decision to hold tripartite consultations
with governments from Members that had ratified Convention No. 185, or which were
seriously considering ratification, and with the international organizations of shipowners
and seafarers. These consultations took place in September 2010. 10

13. The consensus of these consultations 11 included suggestions to accept minor technical
changes to the content of the SID, as recommended in ISO/IEC 24713-3:2009, and also
some more significant changes to help make the international system of SIDs that were
issued and verified by different countries more secure and simpler to implement. The
suggestions included:
(a) an updating of certain details in the two-dimensional bar code on the SID;
(b) the modification of the bar code so as to include a digital signature;
(c) the establishment of an international centre to coordinate the national focal points or
to provide secure access to the national electronic databases referred to in Article 4 of
Convention No. 185;
(d) with respect to fingerprint data: agreement that, although national databases could
only include the biometric template provided for in the Convention, fingerprint
images could be stored separately at the request of the seafarer concerned to simplify
re-enrolment;
(e) the optional addition to the SID of a microchip to allow it to be interoperable with
standard ePassport readers; and
(f)

9

the development of an international procurement procedure to establish a list of
qualified vendors of elements of a low-cost SID issuance system, which might be
conducted or facilitated by the Office.

This standard is available for purchase from
catalogue_detail.htm?csnumber=50683.

the

ISO at:

http://www.iso.org/iso/

10

The report on the consultations is to be found in CSID/C.185/2010/4. Available at:
http://www.ilo.org/wcmsp5/groups/public/@ed_norm/@normes/documents/meetingdocument/wcm
s_150402.pdf.
11

ibid, Appendix I, Summary of consensus achieved at the ILO Consultations on the Seafarers’
Identity Documents Convention (Revised) 2003 (No. 185).

4
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14. The Office attempted to find mechanisms to implement these suggestions, and eventually
brought them once again to the attention of the Governing Body, as described in
paragraph 1 above. These suggestions, along with several other issues, are elaborated upon
in Part III of this paper.

15. Throughout this period, the Office worked towards the preparation of the infrastructure
that will be needed to assist in the review of the documentation and information provided
by ratifying Members, with a view to their inclusion in a list of Members which fully meet
the Convention’s minimum requirements concerning processes and procedures for the
issue of SIDs, including quality-control procedures. Under Article 5(6) of the Convention,
this list of Members is to be approved by the Governing Body in accordance with
arrangements made by it. These arrangements, adopted by the Governing Body in 2005, 12
specify the documentation and information to be provided and give responsibility to a
Review Group and a Special Review Board for advising the Governing Body on the list of
Members. The Review Group and the Special Review Board were constituted by the
Governing Body in 2010 and 2011. 13 Progress on the submission of the information to be
reviewed, including independent evaluation reports, has however been slow.

16. Since the original discussions about revising Convention No. 108 in 2002, the International
Maritime Organization (IMO) has been a key partner with the ILO to ensure that seafarers
have access to the facilities they require ashore, and that shore leave is granted for eligible
seafarers as an aspect of the implementation of an IMO Convention. 14 In 2004 both the

12

GB.292/LILS/11, Appendix I, Arrangements concerning the list of Members which fully meet the
minimum requirements concerning processes and procedures for the issue of seafarers’ identity
documents, available at: http://www.ilo.org/public/english/standards/relm/gb/docs/gb292/pdf/lils11.pdf.
13

GB.309/18/6.

14

The IMO’s Convention on Facilitation of International Maritime Traffic (FAL), as amended, was
adopted in 1965. It recognizes, inter alia, the importance for shipping operations that seafarers be
able to easily transit countries to join or leave ships. Standard 3.10 states that “A passport or an
identity document issued in accordance with the relevant ILO Conventions, or else a valid and duly
recognized seafarers’ identity document, shall be the basic document providing public authorities
with information relating to the individual member of the crew on arrival or departure of a ship.” It
also provides that seafarers be permitted shore leave without being required to hold a visa.
Standard 3.44 states that “Foreign crew members shall be allowed ashore by the public authorities
while the ship on which they arrive is in port, provided that the formalities on arrival of the ship
have been fulfilled and the public authorities have no reason to refuse permission to come ashore for
reasons of public health, public safety or public order.” Standard 3.45 states that “Crewmembers
shall not be required to hold a visa for the purpose of shore leave.” At its most recent session, the
IMO’s Facilitation Committee approved a revised annex to the Convention, following a review
aimed at modernizing the Convention. This included revised standards to cover shore leave and
access to shore-side facilities for crew, including the addition of a provision to Standard 3.44:
“Shore leave shall be allowed in a manner which excludes discrimination such as on the grounds of
nationality, race, colour, sex, religion, political opinion, or social origin and irrespective of the flag
State of the ship on which they are employed, engaged or work.” It also proposed a new
Standard 3.44bis: “In any case where permission for shore leave has been refused, the relevant
public authorities shall communicate their reasons for shore leave denial to the seafarer concerned
and the master. If requested by the seafarer concerned or the master, such reasons shall be provided
in writing.” See IMO: FAL 39/16 (2 Oct. 2014), Facilitation Committee, 39th Session,
22–26 September 2014. These will be circulated with a view to adoption at the next meeting of the
Committee in March.–April 2016.
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ILO and the IMO approved the ILO/IMO Code of practice on security in ports, 15 a
document developed jointly by a working group of both organizations. This document
recommended that all port security plans include procedures to facilitate the movement and
access of seafarers, including representatives of seafarers’ welfare organizations and
workers’ organizations, to the port, port facility and ship as appropriate. It also noted that
SIDs issued under ILO Convention No. 185 would meet all requirements of this Code of
practice for the purposes of identification and access. On 27 May 2010, the IMO issued
Maritime Safety Committee Circular 1342, reminding States of their obligations under the
International Convention for the Safety of Life at Sea (SOLAS), 1974, and the
International Ship and Port Facility Security (ISPS) Code to ensure that all port security
plans accommodated the need for seafarers’ shore leave and access to shore-based welfare
facilities and medical care. On 4 December 2013, the Assembly of the IMO adopted a
resolution, “Fair treatment of crew members in respect of shore leave and access to shoreside facilities”, 16 which recognized that “crew members, as a special category of workers,
and given the global nature of the shipping industry and different jurisdictions, particularly
the different public authorities that they may come into contact with, need special
protection”.

17. The Office has also worked with the International Civil Aviation Organization (ICAO),
since Convention No. 185 specifies in Annex I that “The materials used, dimensions and
placement of data shall conform to the International Civil Aviation Organization (ICAO)
specifications as contained in Document 9303 Part 3 (2nd edition, 2002) or
Document 9303 Part 1 (5th edition, 2003).” Although the ICAO secretariat was very
supportive of this concept and initially offered to assist governments implementing
Convention No. 185 by checking that SIDs were fully compliant with the ICAO
Document 9303 specifications; subsequently, the resources were not available to offer this
service. Unfortunately, when new editions of ICAO Document 9303 Part 1 and Part 3 were
released in 2006 and 2008, respectively, the versions specified in Annex I to Convention
No. 185 were withdrawn and are now no longer available to governments seeking to
implement Convention No. 185.

18. The Office contacted the ICAO Secretariat to resolve these issues, but did not have the
support of the New Technologies Working Group (NTWG) of the ICAO Technical
Advisory Group on Machine Readable Travel Documents, which controls the content of
ICAO Document 9303.

19. Although Convention No. 185 was not included in the MLC, 2006, as mentioned above in
paragraph 5, the MLC, 2006, underlines the importance of shore leave for the health and
welfare of seafarers. It does not address the issue of identity documents, but paragraph 1 of
Regulation 4.4 provides that “Each Member shall ensure that shore-based welfare
facilities, where they exist, are easily accessible” and Guideline B4.4.6 recommends (in
paragraph 5) that “Every effort should be made by those responsible in port and on board a
ship to facilitate shore leave for seafarers as soon as possible after a ship’s arrival in port.”

15

The Code was discussed by a Tripartite Meeting of Experts on Security, Safety and Health in
Ports (Geneva, 2003) and is available online at: http://www.imo.org/OurWork/Security/Instruments/
Documents/ILOIMOCodeOfPracticeEnglish.pdf.
16

6

Resolution A.1090(28).
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III.

Options for consideration relating to the
implementation of Convention No. 185
20. As mentioned in the previous section of this paper, the needs of seafarers and of the
shipping industry led to the adoption of Convention No. 108 of 1958. However, following
the events of 11 September 2001, Convention No. 185 was adopted in order to provide for
a cost-effective and secure system of identification for seafarers. It was based on the
technology available in 2003, which has now been superseded by technology and
infrastructure developments such as the development of ePassports and also, in some
regions, the issuance of “trusted traveller” stand-alone biometric documents that provide
expedited movement across border control for categories of travellers, often people who
regularly travel internationally, who have applied for the document and have passed
screening.

21. Convention No. 185, however, contained a further element which was not to be found
anywhere else at that time; nor is it to be found elsewhere today. It stemmed from the need
for seafarers to be provided with facilities that went beyond those available to other
workers because of their special conditions of work and to facilitate shipping operations –
in particular, the need for seafarers to be admitted to foreign territory at short notice for
shore leave or to join or leave ships. The further element under Convention No. 185 was an
increase in the reliability of the identification document, the SID, by ensuring that it could
only be issued: (a) by the authority which was in the best position to check the bona fides
of the person claiming to be a seafarer, namely the State of the nationality or permanent
residence of the person concerned; and (b) in accordance with minimum standards. These
standards included the maintenance of a national database containing records of each SID
issued and the designation of a permanent national focal point able to provide an
immediate response to inquiries from immigration or other competent authorities,
concerning the authenticity and validity of particular SIDs. They also included measures to
ensure that the privacy and other rights of the seafarers applying for SIDs were respected.
The ILO Member ratifying the Convention is also made accountable for the reliability of
its SID system, being required to arrange for independent evaluations and subject them to
the scrutiny of the international community.

22. Accordingly, any solutions devised to increase the cost-effectiveness of SID issuance
systems will need to maintain the responsibility and accountability of each ratifying
Member for SIDs issued by it to its nationals or permanent residents and to continue to
ensure that the rights of seafarers are respected in the process.

23. The options discussed in this paper for improved acceptance and implementation of SIDs
issued in accordance with Convention No. 185 can be divided into two basic categories:
(a) Options for Members that have either ratified Convention No. 185 or plan to do
so. In light of changes to technology and border control infrastructure, there may need
to be changes to the content or form of SIDs or to the manner in which they are
issued, which will make the international system of SIDs more secure, more
convenient or more cost-effective and, ultimately, recognized for expedited entrance
under current border control requirements. The feasibility and potential costs of
such options are discussed in section A below.
(b) For Members that have not ratified Convention No 185, options with respect to
changes to the manner in which they make decisions about allowing individual
seafarers to enter their territory for purposes of shore leave, transit, transfer or
repatriation which take into account, subject to national laws and practices, the
additional security benefits brought by using SIDs issued in accordance with
Convention No. 185. These options are most relevant to those Members that have not

MESIDC-R-[NORME-141124-83]-En.docx
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yet ratified, but want to recognize the benefit which, Convention No. 185 provides in
terms of respect for seafarers’ welfare and facilitation of shipping, on the one hand,
and additional security, on the other. The feasibility and potential costs of such
options are discussed in section B below.

24. It should be noted that some options considered in section A, such as the addition of an
electronic chip which can be read by an ePassport reader, will impact both countries which
have ratified Convention No 185 and those which may wish to benefit from the added
security offered by Convention No. 185 even without ratification.

A.

For Members that have either ratified
Convention No. 185 or plan to do so:
Options for content and issuing of SIDs
25. One of the difficulties, as explained above, is that although the systems and documents
envisaged under Convention No. 185 have important strengths which remain unique
among all other systems of international identity documents, border control technology and
infrastructure has in fact changed significantly since 2003 and other approaches have been
developed. The issue currently confronting Members, particularly those that have in good
faith invested significantly in implementing Convention No. 185, is whether they should
continue to develop the infrastructure as envisaged under its provisions or whether changes
are needed and, if so, what those changes should be. The increasing unavailability of the
equipment and approved suppliers, as discussed below, in accordance with Convention
No. 185 is also a factor to consider.

26. The following sections A-1 to A-7 set out options with respect to the content of SIDs (A-1
to A-5) and to the institutional framework (A-6 and A-7). These sections set out
considerations related to both feasibility and cost of each option. Apart from A-5, the
options can coexist. They are:
A-1. Minor updates to SID content to reflect recent standards
A-2. Supporting continued fingerprint interoperability
A-3. Addition of a digital signature to the SID bar code
A-4. Development of a chip-enabled SID
A-5. Changing the biometric from a fingerprint in a bar code to a facial image
A-6. Collaboration among Members to implement SID issuance systems
A-7. Establishment of a focal point coordination centre

A-1. Minor updates to SID content to reflect
recent international standards
27. One issue related to the changes in technology since 2003, which has already been
mentioned, is that all of the external standards for technical requirements referenced in
both Convention No. 185 and in the related technical documents such as ILO SID-0002
which were available and in use in 2003 and 2004, are produced by other organizations
(the ICAO and the ISO). The documents containing these technical standards have been
revised over the past decade and are no longer available for use. For example, Annex I to
Convention No. 185 requires that “The materials used, dimensions and placement of data

8
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shall conform to the International Civil Aviation Organization (ICAO) specifications as
contained in Document 9303 Part 3 (2nd edition, 2002) or Document 9303 Part 1 (5th
edition, 2003)”. As these versions of Document 9303 are no longer available from the
ICAO, it is difficult for Members deploying a SID system to know if they are properly
compliant with the Convention’s technical requirements. Similarly, the fingerprint
template encoded in the two-dimensional bar code, which is specified in ILO SID-0002, is
based on a draft version of the standard ISO/IEC 19794-2:2005. The final published
version of the standard is slightly different from the draft and since 2005 it has had
multiple amendments and corrigenda and in 2011 was replaced by a completely new
version of the standard, ISO/IEC 19794-2:2011. The other ISO standards which are
referenced in ILO SID-0002, such as the draft version of ISO/IEC 19784 used for the
Biometric Application Programming Interface (BioAPI) encoding of the fingerprint
template, have also been extensively updated in recent years. The current SID technical
standards for Convention No. 185 are outdated as they are no longer in line with the
current international standards in use for other biometric and identity document systems.

28. The simplest way to resolve this problem is to update both Annex I to Convention No. 185
and ILO SID-0002 to reflect the latest international standards. This would involve
substantially revising these documents to include all of the technical details from the ICAO
and ISO standards, so that no external references either to ICAO or to ISO documents
would be necessary. The ILO is not, however, a global source of expertise in biometrics
and identity documents, and the relevant groups within the ICAO and the ISO are able to
spend considerably more time and resources on these subjects. It would be extremely
difficult to reproduce all of the efforts expended on these topics by the ICAO and the ISO
and, even if this were done for a single point in time, it would risk creating a difference in
the future between the recognized international standards and the ILO technical standards
that would then be set out in the revised Annex I to Convention No. 185 and ILO
SID-0002.

29. A potentially longer-lasting solution would be to withdraw ILO SID-0002 entirely and to
revise Annexes I and II to Convention No. 185 so that they avoid technical details and only
provide general guidelines with references to undated versions of the relevant ICAO and
ISO documents. It would then be left to each ILO Member, as it deployed its SID system,
to make sure that it followed the latest versions of the relevant ICAO and ISO standards.
This would ensure that SIDs would always be compatible with passports and passport
cards, as defined by the ICAO, and that they would always benefit from the latest
technology as defined in the ISO standards for biometrics. There is always a potential issue
with backwards compatibility, but this is a significant issue for passport issuers as well,
and the ICAO uses very long timescales before withdrawing older technologies. The ICAO
also maintains a liaison with the ISO to ensure that the ISO biometric standards used for
ePassports are kept available for as long as they will be required by passport issuers
following ICAO guidelines. The ILO currently has a Category A liaison relationship with
SC 37, the group responsible for all biometric standards, and it can use this liaison
relationship in a similar way to ensure that older standards being used by SID issuers are
not retired too rapidly.

30. It should be noted that most of the work to determine exactly how to use current ISO
biometric standards to support SIDs was already completed with the development of the
standard ISO/IEC 24713-3:2009 Information technology – Biometric profiles for
interoperability and data interchange – Part 3: Biometrics-based verification and
identification of seafarers. Although this document is under copyright held by the ISO and
cannot be duplicated in full, some of the relevant sections for the revision of the twodimensional bar code to support current ISO standards and for the addition of a digital
signature (to be discussed below in A-3) are shown in Appendix II to the present paper to
provide an illustration of the work that has already been done. For example, one of these
sections shown in the illustrative extract from the ISO standard lists the elements to be
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contained in the national electronic database, and sets out more specific information than is
listed in Annex II to Convention No. 185. It also recommends the optional inclusion in the
database of the fingerprint images corresponding to the templates stored in SIDs. This is
considered good practice as it would allow a seafarer to be automatically re-enrolled and
have a new SID issued without having to visit an office if the technology used for
encoding the fingerprints changed at some point during the validity period of their SID.
Option A-1:

Proposed recommendation for discussion

31. The ILO’s Governing Body could request the Office to prepare a preliminary draft of a
revised text for Annexes I and II to Convention No. 185 in which the technical details of
the two-dimensional bar code and the national electronic database would refer to
ISO/IEC 24713-3, and the format and layout of the SID would refer to ICAO
Document 9303, and include future amendments to those documents so that changes in
technology could be accommodated without the need for a revision of these Annexes.

32. The draft versions would be submitted to a duly constituted tripartite maritime body of the
ILO with a view to the amendment of those annexes by the ILC in accordance with
Article 8 of Convention No. 185.

33. The Governing Body could also request the Office to maintain a liaison relationship with
SC 37 so as to ensure that ISO/IEC 24713-3 remains available as an ISO standard and is
periodically updated to reflect changes in technology.
■

Major benefits of the recommendation
SIDs in accordance with Convention No. 185 would stay current with changes in
passport layout and design, and in biometric technologies, and would remain
compliant with major international standards without any further action by the ILO
except to maintain its liaison relationship with SC 37.

■

Cost of the recommendation and potential issues
Software changes to existing SID issuance systems would likely cost
US$10,000–50,000 for each country which has already implemented a system in
order to modify the software to adjust to the newer versions of the standards. There
would be an ongoing cost to the Office to maintain the liaison with SC 37, since it
would require sending a delegate to at least one meeting per year. Future changes to
technical standards would probably require an update to existing SID issuance
systems, approximately once every five to ten years, but this would be both a
potential issue and a benefit, as it would keep these systems in line with international
standards.

A-2. Supporting continued fingerprint interoperability
34. The biometric referred to in Article 3(8) of Convention No. 185 is currently defined as a
fingerprint minutiae template based on a draft version of ISO/IEC 19794-2:2005. Since
this is a template and not an image, it can only be used by fingerprint systems which
support that particular form of standardized minutiae template. Unfortunately, there is no
global certification program for fingerprint systems using a minutiae template based on
ISO/IEC 19794-2:2005. It has therefore been necessary for the ILO to test fingerprint
products to ensure that they are able to capture a seafarer’s fingerprint and generate a
correctly formatted fingerprint template and also read the templates and verify the
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fingerprints generated by all of the other compatible systems. This testing took place in
2004, 2006 and 2008 and led to the development of the ILO’s list of products. 17 However
no testing has taken place since 2008. The main reason is that the testing required is
expensive and the ILO has not had the technical cooperation funds available to support an
additional round of testing. There has also not been sufficient investment in ILO SID
systems by governments to provide an incentive for the companies which manufacture the
fingerprint products to pay for the testing of their products in order to be placed on the ILO
list.

35. The current list includes 12 products, each consisting of a fingerprint algorithm coupled
with a fingerprint sensor, but all of these products were current technology in the period
from 2004 to 2008. None of these products reflects current fingerprint technology. There is
also a problem in that many of the companies have now merged with other companies and
some may no longer be in the business of supplying fingerprint systems. In addition, the
market for SID issuance systems is very small in comparison with the market for other
identity document issuance systems and some of the companies are no longer interested in
participating in that market. Finally, many of the sensor components of the products listed
in the approved product list are no longer manufactured and all of the algorithm products
have been replaced by newer, more accurate algorithms. Governments of two Members
that have ratified Convention No. 185 informed the ILO in 2014 that they have recently
experienced great difficulty in finding a new company willing to supply an approved
biometric product and that they have also had difficulty in getting support for their existing
SID systems. This is probably related to the small size of individual SID deployments and
the very few countries which have actually deployed systems, making SID issuance a poor
business opportunity for most integrators which typically supply document issuance
systems and for the biometric vendors who typically supply the biometric products.

36. Without a list of tested products or some other means of ensuring proper testing of
biometric systems, it is impossible to know if a SID produced in country A with biometric
product X will be usable to verify a seafarer’s fingerprints at the border when the seafarer
enters country B which uses biometric product Y. International standards are a prerequisite
for interoperability, but they do not guarantee it.

37. One possible solution to this problem would be to select a single biometric product and
require it to be used in all SID issuance and verification systems. This, however, would
grant a monopoly to a single vendor and would pose a potential risk of the vendor
increasing prices or going out of business.

38. A second possible solution would be to change the biometric specified for the SID to
another type of fingerprint template which is already being used elsewhere and for which
interoperability is regularly being tested. The only currently known example of a
fingerprint template which is regularly tested for interoperability among many different
biometric vendors is the InterNational Committee for Information Technology Standards
(INCITS) 378 template specified by the Government of the United States for the personal
identity verification (PIV) programme and tested for interoperability by the US National
Institute of Standards and technology (NIST) under the Minutia Exchange (MINEX)
programme. This would place all responsibility for testing the fingerprint products with
one government and would in effect move to the use of a national rather than an
international standard, but this might be an acceptable change if it led to an interoperable
SID system which remained up to date with current technology. Since MINEX only tests
algorithms, it would still not replace the component of the existing interoperability testing,

17

This list of 12 products is available at: http://www.ilo.org/wcmsp5/groups/public/---ed_dialogue/--sector/documents/publication/wcms_191713.pdf.
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which measures the effect of different fingerprint sensors on interoperability. This could be
resolved by separating the current biometric products into algorithms and sensors and
requiring that the algorithms be MINEX certified while also requiring that the sensors be
PIV certified by the US Federal Bureau of Investigation.

39. There are several possible difficulties if a national standard is used. First, the standard may
be changed at any time by the government to meet its internal requirements and backwards
compatibility will not necessarily be a priority. Second, there is no guarantee that the
government concerned would continue to maintain the MINEX certified products list. This
would risk the interoperability of the global SID system being dependent on the
continuation of a particular national identity programme. Third, the PIV standard is not yet
an international standard and so it is not recognized by the ISO or the ICAO. This means
that if ILO decided to use PIV- and MINEX-certified products, it would be unable to
directly use ISO/IEC 24713-3 and it would have to create an entirely new document to
explain how the PIV standards are to be used in the context of SIDs. This would require a
substantial effort in an area that is not within the ILO’s normal expertise and is a matter
where the ILO would not be able to rely on the expertise of the ICAO or the ISO.
Developing such a document would probably take at least a year in time and around
$50,000–100,000 in costs for external experts to develop and review the document.

40. If the abovementioned national solution is not viable, then the only other solution, at
present, would be for the ILO to agree to identify sufficient funds to pay for a new round
of testing on a reasonable technology cycle, such as every three years. This would cost
around $150,000 for each test cycle, so the annual cost would be approximately $50,000.
Option A-2.

Proposed recommendation for discussion

41. The Governing Body could request the Office to seek funding from interested Members to
conduct an immediate round of interoperability testing to replace the current ILO list of
tested products. All existing products on the list would be retested and any new vendors
with suitable fingerprint products would be invited to participate. In order to remain on the
list or to be added to the list, the company must indicate its willingness to be involved in
the new round of testing and to continue to make available for sale for a period of three
years from the publication of the test results the exact model of fingerprint sensor and the
exact version of the enrolment and matching algorithm which were submitted for testing.
The Office would then undertake to repeat this testing every three years.
■

Major benefits of the recommendation
The global system of SIDs would remain interoperable and the products list would
only contain products that were available on the market and were provided by
companies which were interested in providing them for at least the period of time
until another round of interoperability testing was conducted. The SID system would
remain tied to international standards and its continued interoperability would be
under the control of the ILO. This requirement for a minimum period of product
availability would eliminate existing companies which no longer manufactured their
approved products, and would ensure that all of the products on the list would be
available for at least three years after the next product list was published.

■

Cost of the recommendation and potential issues
The ILO would need to identify sustainable funding for a budget of approximately
$150,000 every three years, either from any funds available or as a contribution from
one or more Members interested in deploying or updating their SID system. If
enterprises disappeared or lost interest in the SID market, they would be dropped
from the list of interoperable products and this might result in some countries having
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to change the fingerprint technology used by their SID system. However, since the
changes would in principle only occur every three years and it is likely that
enterprises which had sold products would continue to be interested in this market,
this problem should not arise very frequently. Even if it did, the interoperability
testing would mean that only the fingerprint sensors and algorithms would need to be
replaced and this is typically 5–10 per cent of the cost of a SID system.

A-3. Addition of a digital signature to the SID bar code
42. During the development of ISO/IEC 24713-3:2009, one issue that was noted by the
technical experts of SC 37 was that the current SID is not as secure as many other identity
documents, such as an ePassport, because it relies entirely on physical security and has no
digital security. It also does not have a high level of physical security, 18 making it
relatively easy at the present time to produce a SID which will be indistinguishable from a
validly issued SID. This has been a perennial problem for passports and has historically
resulted in a continuous struggle between document issuers and forgers as ever more
elaborate physical security features were introduced. For example, the ePassport was
designed to eliminate this problem by relying on the security of digital cryptography which
has a known algorithm strength and therefore provides a known (very high) level of
security and resistance to forging.

43. Convention No. 185 did not include the use of cryptography as a security technique,
because the ePassport did not exist when the Convention was adopted and the use of digital
signatures in identity documents was not well established. When ISO/IEC 24713-3 was
developed, SC 37 used the ISO/IEC 19795 Common Biometric Exchange Formats
Framework (CBEFF) standard to create the wrapper for the fingerprint template data to be
encoded in the SID. Wrapping biometric data inside a CBEFF structure is fairly common
for biometric identity documents and is used by the ICAO ePassport. One advantage of the
CBEFF, however, is that it offers the option to include a CBEFF security block which uses
a digital signature to ensure that the data contained in the CBEFF record has not been
tampered with. A very unusual, highly compact CBEFF structure was created for ISO/IEC
24713-3 and it is described in the sections of the extract from that document set out in
Appendix II to the present paper (see 6.5.2, A.6.4, Annex B and Annex C). This structure
would allow a digitally signed version of the two fingerprint minutiae templates to be
encoded using a maximum of 635 bytes. Since the current two-dimensional bar code
described in ILO SID-0002 contains a redundant copy of some of the demographic
information already printed on the SID, it is currently permitted to be a maximum of
686 bytes. By eliminating the redundant information and replacing it with the CBEFF
security block, the SID would be able to benefit from the security provided by digital
cryptography while also reducing the data content of the bar code and thus making it easier
to print and read.

44. There are obvious and significant security benefits to adding a digital signature to the SID,
but the use of digital signatures does require some additional infrastructure for those
Members which would want to take advantage of it. First, it requires that the issuing
authority for the SID in each Member would need to have access to its own master private
key for creating the digital signature and this key must be kept secure. In order to do that it

18

Annex I to Convention No. 185 states that “The data page(s) of the document indicated in bold
below shall be protected by a laminate or overlay, or by applying an imaging technology and
substrate material that provide an equivalent resistance to substitution of the portrait and other
biographical data” and that “Other security features shall include at least one of the following
features: Watermarks, ultraviolet security features, use of special inks, special colour designs,
perforated images, holograms, laser engraving, micro-printing, and heat-sealed lamination.”
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is typically stored in a hardware device which is kept in a locked vault and is connected to
the system every few weeks or months to create a digitally signed operational key. The
operational key is then used to sign all SIDs issued until the next operational key is created
with the master key. The public part of the operational key is what is distributed to other
Members and allows them to verify the authenticity of SIDs signed with these operational
keys. The security of the master key is critical. If it were to be copied by an unauthorized
person then that person would be in a position to generate fraudulent SIDs. The additional
hardware and software required to support secure digital signatures could be expected to
add between $20,000 and $100,000 to the cost of a SID system.

45. The second part of the additional infrastructure is that a mechanism would need to be
created through which all of the digital signatures could be shared. Adding a digital
signature to the fingerprint template stored in the two-dimensional bar code would allow
the authenticity of the bar code to be verified, but doing so would require the use of the
public key corresponding to the private operational key which was used to sign the bar
code. Therefore any authorities that wished to verify the authenticity of the SID would
need access to those keys. The same issue exists with the ePassport and, in that case, the
ICAO Public Key Directory (PKD), which is managed by the ICAO but operated by a
private company, is used to distribute the public keys.

46. It might be possible to collaborate with the ICAO PKD, but it seems unlikely that use of
the public keys would be authorized for documents other than ePassports. There are also
many practical issues that could arise, such as which government agency would be
responsible for the PKD and how the keys for ePassports and SIDs would be managed if
both were to use the same PKD.

47. An alternative would be for the ILO to set up its own public key infrastructure (PKI) to
facilitate the exchange of keys. This could be a stand-alone infrastructure or it could be
managed as one of the functions of the focal point coordination centre discussed below (in
section A-6). In either case, there would be a cost to set up this infrastructure and to
maintain it. The fees would probably be similar to those for the ICAO PKD, which
currently costs 19 each of the 39 participants $56,000 as an initial registration fee and
$45,000 per year. The costs per participant were higher in the earlier years when there
were fewer participants. This price may seem expensive, but the security requirements of
maintaining a PKI require significant costs. It is likely that the ILO could also benefit from
using the same servers and bandwidth to host the focal point coordination centre and an
ILO PKD, so these fees would probably cover both functions. If this approach was
adopted, even countries which have not ratified Convention No. 185 would need to use the
services of the ILO PKD if they wished to properly verify SIDs at the border.
Option A-3.

Proposed recommendation for discussion

48. The Governing Body could request the Office to inquire with Members that have ratified
Convention No. 185 to determine whether they would be interested in supporting the
infrastructure and cost required to include digital signatures on the SID. If a sufficient
number were interested, then the Office should prepare a procurement document for an
entity to build and host the ILO PKD. The Office should seek advice from the ICAO
secretariat on how it procured and contracted for the ICAO PKD before starting its own
procurement process. If there were insufficient Members interested, then the Office should
request SC 37 to amend ISO/IEC 24713-3 to remove the CBEFF security block so that the
rest of the updates to the format of the fingerprint template could still be used.

19

See the 2014 ICAO PKD fee schedule available at: http://www.icao.int/Security/mrtd/PKD
%20Documents/PKDFinanceDocuments/PKDFeeSchedule2014.pdf.
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■

Major benefits of the recommendation
SIDs would benefit from the same digital security as ePassports and would therefore
be much more likely to be trusted internationally. Without a digital signature, undue
reliance would need to be placed on focal point inquiries as it would currently be
relatively easy to forge a SID.

■

Cost of the recommendation and potential issues
Every Member that issued SIDs (and potentially Members that wish to be able to
securely check SIDs at the border) would need to participate in the PKD and pay an
initial registration fee and an annual fee. If only the issuing Members pay the fee, then
this would be similar to the fees for the ICAO PKD of $56,000 as an initial
registration fee and $45,000 per year. Those Members that issued SIDs would also
need to add the cryptographic elements to their SID systems and to ensure proper
physical security of the hardware containing the private keys, resulting in a one-time
cost of $50,000–100,000. Members wishing to verify SIDs at the border would need
to ensure that their border agencies downloaded the public keys from the ILO PKD as
well as the ICAO PKD.

A-4. Development of a chip-enabled SID
49. One other element which was included as a possibility in ISO/IEC 24713-3, but which was
not fleshed out in detail, was the concept of including a contactless chip in the SID. The
main issue with this option is that Article 3(9) of Convention No. 185 states that “All data
concerning the seafarer that are recorded on the document shall be visible.” Since the
information contained in a contactless chip is only visible through electronic means, the
use of a chip could be understood to be inconsistent with this requirement. The solution,
however, is to ensure that the chip only contains information about the seafarer which is
visible elsewhere on the document. The chip then simply provides a copy of that
information which is easier to read at the border using the existing infrastructure designed
for ePassports.

50. If a contactless chip followed the exact requirements of ICAO Document 9303, then it
would be readable with exactly the same infrastructure at the border as a traditional
ePassport. The SID would then be a single page identity document with a two-dimensional
bar code and a contactless chip. Since almost no border agencies have access to bar code
readers, but all have access to passport readers and most have access to ePassport readers,
it would then be possible for the machine-readable zone (MRZ) on the SID to be read with
a normal passport reader and for the contactless chip to be read with an ePassport reader.
No extra infrastructure would be required at the border, making the SID much easier to
verify.

51. A review of the latest versions of Volume 2 of both ICAO Document 9303, Parts 1
and 3, 20 indicates that the only mandatory elements to be stored on a contactless chip are
Data Group 1, Data Group 2 and the files EF.COM and EF.SOD. Since Data Group 1 only
contains the information which is already encoded in the MRZ and Data Group 2 only
contains a facial image of the person to whom the document belongs (which would usually
be generated from the facial image already shown in the visual zone), these two data
groups do not contain any information which is not already visible in a SID. Since the

20

All parts of the current version of ICAO Document 9303 are available online at:
http://www.icao.int/publications/pages/publication.aspx?docnum=9303.
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EF.COM file only contains the version information and tag list for the logical data
structure containing the data groups and the EF.SOD file only contains data integrity and
authenticity information (basically digital signatures), there is no information about the
seafarer in these files. Therefore, it appears that a contactless chip could be used which
exactly follows ICAO Document 9303 without contradicting Article 3 of Convention
No. 185.

52. If this option were chosen, one question which would arise is whether or not the digital
signatures in the EF.SOD file in the contactless chip of the SID should use the same
private keys to sign them as the digital signatures in the same Member’s ePassport.
Clearly, it would be easier for border officials if the same PKI were used and there would
be no additional cost for issuers to use the ICAO PKD if they were already doing so for
their ePassport, unlike with the digital signature for the biometric in the two-dimensional
bar code of the SID, which was discussed above. Thus, this option would be simpler and
cheaper, but it would require cooperation within each Member between the entity issuing
their ePassport and the entity issuing their SID, because there should only be a single
master private key for each country which would be controlled by one of these entities, in
most cases probably the ePassport issuer as the ICAO PKD is focused on ePassports.

53. Although the contactless chip would make the SID much easier to verify, it might not be a
preferred option in all countries as each SID would cost approximately $10–30 more in
order to pay for the addition of a contactless chip. Therefore, as recommended in the
September 2010 consultations 21 referred to in paragraph 12 above, the contactless chip
could be optional, with the two-dimensional bar code and the MRZ remaining as the
mandatory mechanism for encoding details about the seafarer and their biometric template.
Option A-4

Proposed recommendation for discussion

54. The Governing Body could request the Office to prepare a preliminary draft of revised
Annexes I and II to Convention No. 185 where the technical details of the two-dimensional
bar code and the national electronic database are referenced to ISO/IEC 24713-3 and
where the format and layout of the SID are referenced to ICAO Document 9303. In both
cases, no specific versions of the reference documents would be listed so that changes in
technology could be accommodated without further revision of these annexes. The annexes
would also describe an optional contactless chip using Data Groups 1 and 2 from
Volume 2 of the respective parts of ICAO Document 9303.

55. The draft versions would be submitted to a duly constituted tripartite maritime body of the
ILO with a view to the amendment of those annexes by the ILC in accordance with
Article 8 of Convention No. 185.

56. The Governing Body could also request the Office to maintain a liaison relationship with
SC 37 so as to ensure that ISO/IEC 24713-3 remains available as an ISO standard and is
periodically updated to reflect changes in technology.
■

Major benefits of the recommendation
SIDs which supported the optional contactless chip would be readable at the border
using the same infrastructure as ePassports, even at automated border control gates or

21

The inclusion of such a microchip was accepted by the Seafarer representatives in the
consultations on the understanding that port States would give significant weight to allowing shore
leave for seafarers holding SIDs validly issued in accordance with Convention No. 185.
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kiosks. The contactless chip would also contain the same security as an ePassport,
making a SID containing such a contactless chip more secure.
■

Cost of the recommendation and potential issues
Concerning the cost of adding a contactless chip, SIDs which supported this optional
feature would cost approximately $10–30 more than an equivalent SID which did not
support a contactless chip. Authorities within each Member issuing SIDs containing a
contactless chip would need to work with the ePassport issuing authority in that
country in order to ensure that the private keys used to sign the data in the contactless
chip were part of the ICAO PKD. An ILO Member which wished to use this optional
feature for the SID but which did not currently issue an ePassport would have to work
directly with ICAO to see if the SID-issuing agency could become a participant in the
ICAO PKD.

A-5. Changing the biometric from a fingerprint in
a bar code to a facial image
57. When Convention No. 185 was adopted, biometric standards were in an early phase of
development and biometric technology itself was much less mature than it is today. The
ILO Members considering the text of Convention No. 185 were aware that a biometric
verification in some form was necessary to ensure that the seafarer who presented a SID
could be authenticated as the legitimate holder of the document; however the technical
details were left to a technical annex which could be amended through an expedited
procedure. Annex I to Convention No. 185 specifies that the data to be entered on the data
page(s) of the SID shall be restricted to a list of items that includes a “(k) Biometric
template based on a fingerprint printed as numbers in a bar code conforming to a standard
to be developed”. The choice of a fingerprint was appropriate in 2003, as iris recognition
was still under patent protection and essentially limited to a single company, and facial
recognition was not accurate enough to be trusted for secure identity verification. The
choice of a bar code to contain the fingerprint was also appropriate as it was one of the
approved methods of storing additional data in ICAO Document 9303.

58. Since 2003, the two-dimensional bar code has been removed from ICAO Document 9303
and, as explained above in connection with option A-4, a contactless chip is now the only
method permitted to store biometric data. The performance of facial recognition has also
substantially improved and it is now sufficiently trusted to allow travellers to cross the
border in many countries without any human intervention. The infrastructure which is
being rolled out at borders across the world is based on reading data from the MRZ of a
passport, then reading additional data from the contactless chip and performing either a
human check of the facial image in the chip against the traveller at a primary inspection
lane or a fully automated comparison using an Automated Border Control (ABC) system.

59. Given that this infrastructure is so widely deployed and that it is relied upon by so many
governments, one important option to consider is whether Annex I to Convention No. 185
should be updated to specify a facial image as the biometric to be used in the SID. In this
case, the two-dimensional bar code would no longer be a part of the SID. It would be
replaced by a representation of the seafarer’s face. In order to facilitate verification, this
representation would be stored in a contactless chip in the same logical data structure
(LDS) that is used by an ePassport (specifically in Group 2 of the LDS). The use of a
digital signature (see Option A-3) would also need to be mandatory in order to create the
EF.SOD file required as part of the LDS.

60. There are advantages to replacing a fingerprint stored in a two-dimensional bar code with a
facial image stored in a contactless chip. The SID would now act exactly like an ePassport
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when it was read at the border, with an MRZ, a contactless chip and a facial image which
could all be used by the same infrastructure as is currently used for ePassports. The SID
could be used in an ABC system just as an ePassport is used. The digital signatures used in
the SID could be the same as those used in the ePassport and the ICAO PKD could be used
to distribute public keys. In many cases, it might allow the authority which currently issues
ePassports in a country to now issue SIDs as well, resulting in significant cost savings
since the same issuance software and hardware could be used for both, with the only
difference being that the ePassport is printed as a book, whereas the SID is only a single
page. This would also eliminate the need to pay for a separate PKD, as the membership in
the ICAO PKD would already have been covered by the ePassport issuing authority and if
the latter used the same keys for the SID, then no extra payment would be required. The
ILO would also be able to stop the programme of fingerprint interoperability testing and
the costs associated with that, as there is already a well-established ePassport
interoperability programme and the international use of facial images for biometric
matching is also well established, thanks to ABC systems in multiple countries.

61. However, there are also potential problems with this option for revising the SID. The first
problem is that this would be a major change to the SID and the ILO Members which have
already deployed SID issuance systems or which are currently procuring systems would
need to make substantial changes to their existing systems or procure entirely new systems
compatible with their ePassport issuance. In order to minimize this burden, there would
need to be an announcement of the change and then a period before it took effect, followed
by an additional transitional period for those Members that had already deployed a SID
issuance system. The second problem is that the benefits of eliminating a dedicated SID
issuance system and using the existing ePassport system would only be realized by those
Members that already used ePassports (although they are increasing in number) and it
would also require some negotiation between the SID issuing authority and the ePassport
issuing authority which might not be easy for some Members. The third problem is that the
cost of producing each SID would need to increase slightly (approximately $10–30 per
SID) in order to pay for the contactless chip.

62. There is a legal question that would also need to be considered. Article 3(8)(b) of
Convention No. 185 provides that “the biometric shall itself be visible on the document
and it shall not be possible to reconstitute it from the template or other representation”. The
facial image is clearly visible on the document since paragraph 7(f) of that Article requires
a “digital or original photograph”. The question is whether or not a facial image would also
satisfy the requirement that “it shall not be possible to reconstitute it from the template or
other representation”. Currently, the SID uses a fingerprint minutiae template. While it is
possible to reverse engineer a minutiae template to create a synthetic fingerprint which is
very similar to the seafarer’s fingerprint and which will successfully match with the
seafarer’s fingerprint, it is not a perfect representation of the seafarer’s fingerprint as it will
be missing pores and scars and other information unrelated to the minutiae and which will
make the difference easily detectable by a human expert or a biometric system with
liveness detection. A facial image, considered in the same manner as the fingerprint
template, is a two-dimensional representation of a seafarer’s face and while it does allow a
printed picture which is very similar to the seafarer’s face to be generated, it does not
permit a proper three-dimensional representation of the seafarer’s face to be generated. A
printed mask would therefore be distinguishable from the seafarer’s actual face by any
human observer or by a biometric system with liveness detection. Before accepting the
option to replace a fingerprint in a bar code with the facial image in a contactless chip, it is
therefore important to consider whether or not a facial image can satisfy the requirements
of Article 3(8)(b) of Convention No. 185.
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Option A-5.

Proposed recommendation for discussion

63. The Governing Body could request the Office to prepare a preliminary draft of a revised
Annexes I and II to Convention No. 185 where the biometric would be changed from a
fingerprint template in a two-dimensional bar code to a facial image, the data for which
would be derived from the photograph of the seafarer and stored in a contactless chip and
where the national electronic database would contain the public keys required to verify the
digital signatures defined for the contactless chip by ICAO Document 9303. All references
to technical standards other than ICAO Document 9303 could be eliminated, as all of the
ISO standards required would thus already be referenced within ICAO Document 9303.

64. The draft versions would be submitted to a duly constituted tripartite maritime body of the
ILO with a view to the amendment of those annexes by the ILC in accordance with
Article 8 of Convention No. 185.

65. Due to the importance of these changes, a guidance document explaining the impact of the
changes and the necessity for SID issuers to now work with the ePassport issuers in their
respective countries would also be drafted and circulated along with the draft of the
annexes. The significant nature of these changes would mean that there should probably be
a lengthy transition period to allow existing SID issuers to make the necessary changes.
Due to the importance of supporting the SID system during the transition period, this
recommendation would also be combined with one more round of interoperability testing
for fingerprint systems as discussed in section A-2 above.
■

Major benefits of the recommendation
The authentication of SIDs by visa officers, border agents and others around the
world would be simplified because SIDs would use the same infrastructure and have
exactly the same security as ePassports. This should have the added benefit of making
SIDs much easier for most countries to accept as an identity document. The cost of
issuance systems would be greatly reduced if they were shared with the ePassport
issuing authority in each Member. The cost of maintaining an independent system of
distributing public keys would be eliminated. The cost of ongoing fingerprint
interoperability testing would also be eliminated with the exception of one final round
of testing to support the SID system during the transition period.

■

Cost of the recommendation and potential issues
Each SID would cost approximately $10–30 more to produce than previously. Many
of the advantages and cost savings associated with this option would only be achieved
if the SID issuing authority within each ILO Member was able to cooperate with the
ePassport issuing authority within the same Member. This may be a problem in some
countries. There would be a significant cost to those countries which had already
deployed a SID issuance system, as they would need to make changes to it after the
transition period that would need to be decided by the ILC.

A-6. Establishment of a focal point
coordination centre
66. The Convention also requires the establishment of a national electronic database and a
focal point for the exchange and verification of information. They exist to allow competent
authorities in all ILO Members to validate the authenticity of SIDs and the capability to
perform that validation must be available at all times. They must also, however, respect
seafarers’ rights to privacy and data protection.
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67. The following provisions in Article 4 of Convention No. 185 set out the key functional
requirements of the national electronic database and the focal point:
1. … Each Member shall ensure that a record of each seafarers’ identity document
issued, suspended or withdrawn by it is stored in an electronic database. …
2. The information contained in the record shall be restricted to details which are
essential for the purposes of verifying a seafarers’ identity document or the status of a seafarer
and which are consistent with the seafarer’s right to privacy and which meet all applicable
data protection requirements.
…
4. Each Member shall designate a permanent focal point for responding to inquiries,
from the immigration or other competent authorities of all Members of the Organization,
concerning the authenticity and validity of the seafarers’ identity document issued by its
authority. …
5. The details referred to in paragraph 2 above shall at all times be immediately
accessible to the immigration or other competent authorities in member States of the
Organization, either electronically or through the focal point referred to in paragraph 4 above.

68. If the national electronic databases as described in Convention No. 185 are to be
effectively used, there needs to be a convenient way for the relevant competent authorities
to access them. If, for instance, a border agent encounters a seafarer bearing a SID and has
doubts about its authenticity, they will need a way to contact the relevant focal point to
validate that SID. Annex I to Convention No. 185 requires that the SID contain the
telephone number, email address and website corresponding to the links to the focal point.
If a border officer sends an email, however, this may take some time and the seafarer will
need to be held at the border until a response email is received. This raises a number of
practical problems. For example, if the border agent calls the phone number, there may be
a significant difficulty relating to language differences. If they go online and access the
website of the focal point, they may gain some information, but there then exists a
significant issue about how much information they should be able to receive from a
website when they are accessing it as an anonymous user since the seafarer’s privacy rights
must also be protected. There is also the general problem that if a border officer doubts the
authenticity of a particular SID, there is no reason for them to trust the information they
receive from a telephone number, email address or website that they only know about
because these details are printed on that SID.

69. It should be noted that Article 4(4) also states that “Details of the permanent focal point
shall be communicated to the International Labour Office, and the Office shall maintain a
list which shall be communicated to all Members of the Organization.” This does provide a
mechanism for border officers or other agents of competent authorities to know how to
contact the relevant focal point to verify a SID. The problem in practice, however, is that a
list of information with phone numbers, websites and email addresses for the focal point of
every ILO Member which has ratified Convention No. 185 will be quite lengthy and it is
unlikely that such a list will be available to every border officer around the world and at
every port where seafarers may present their SID.

70. Practically, the best way to make such a system work would be to have a central focal
point coordination centre which would be able to respond to inquiries concerning a SID’s
authenticity and validity that could emanate from any border agent, visa officer or other
competent authority. Preferably, such a focal point coordination centre could be available
online, as it could then easily be available at all times and in multiple languages to serve
the needs of competent authorities from different countries. The ILO would then provide
the contact details of the focal point coordination centre to every ILO Member, which
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would consist of a single website and phone number. Each national focal point 22 under
Article 4 of Convention No. 185 would remain responsible for the accuracy of the
information provided by the focal point coordination centre, with respect to the SID data
stored in its national electronic database and would need to be available on a permanent
basis to respond to any inquiries that were not taken care of by the focal point coordination
centre. The national focal point would, to a considerable extent, be relieved of the
significant burden of immediately providing responses from anywhere in the world at any
time and in conditions that respected the privacy of the seafarer concerned.

71. There are two basic options for how the focal point coordination centre could be set up. It
could consist of either:
(a) a central server which communicates with client servers hosted by each individual
Member and containing software which can access their national electronic database.
The central server would receive queries from competent authorities and then send its
own queries to the appropriate client server in the appropriate Member. It would then
respond to the query from the competent authority based on the answer it received
from the national electronic database in the Member. This method would require
continuous connectivity between the central server and every national electronic
database; or
(b) a central server which contains copies of the national electronic database for each
Member and which receives daily or hourly updates from each SID issuing authority
as that issuing authority makes changes to its own national electronic database. This
server would then receive queries through its website and respond to them based on
its own copy of the relevant national electronic database. This method would only
require periodic connectivity with each national electronic database, but it would
potentially risk the data being slightly out of date so, if seafarers were being
authenticated at a border on the same day that their SID was issued, their data might
not be available. This drawback would not of course occur where a site has fully
functioning internet access; updates could then be expected to be synchronous with
changes to the national electronic database. The focal point coordination centre would
also have a greater necessity for a secure database server with this method, as it
would have information on every seafarer with a SID stored directly in that database.

72. The cost of establishing a focal point coordination centre would be significant (probably
$1–2 million to develop the software and set up the initial infrastructure) and its ongoing
operational costs would be significant (possibly several hundred thousand dollars annually)
as it would require 24/7/365 staffing and a very significant security infrastructure to protect
seafarers’ data and make sure that only queries from authorized entities were accepted.

73. In fact, the balance between data protection and seafarers’ privacy requirements versus the
necessity of responding to legitimate queries is a critical factor in designing a focal point
coordination centre. Standard ISO/IEC 24713-3 considered some of these factors and
suggested a range of possible query types, depending on the level of trust between the SID
issuer and the country from which the query originated. The exact contents of each
potential query and reply from the focal point coordination centre would be affected by
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Although Article 4(4) (headed “National electronic database”) of Convention No. 185 does not
expressly state that the “permanent focal point” that is to be designated by ratifying countries must
be situated in the country concerned, this understanding is apparent from the preparatory work for
the Convention relating to the focal points and is consistent with the basic assumption that the
national authorities are in the best position to provide first-hand information on their nationals or
permanent residents.
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some of the other proposals contained in this document, which involve potential changes to
Annexes I and II to Convention No. 185. The decision on the use of digital signatures (see
option A-3.), in particular, would have a significant impact on what information is
exchanged and how it is protected. Therefore, the specifics of each query and response
would need to be decided after the question of any other changes to the SID has been
resolved.

74. However, despite the costs, there is potentially a benefit to having a focal point
coordination centre. If the decision is made to include digital signatures on SIDs, then the
focal point coordination centre could also serve to distribute the public keys required to
validate SIDs, much as the ICAO PKD does for ePassports. In this case, the entire cost of
establishing and maintaining the focal point coordination centre could probably
be included in the cost of maintaining a PKD, as discussed above in option A-3.
Specifically, this would be around $56,000 per participating Member as an initial
registration fee and $45,000 per Member per year.
Option A-6.

Proposed recommendation for discussion

75. The Governing Body could request the Office to inquire of Members that have ratified
Convention No. 185 as to whether they would be interested in supporting the cost of a
focal point coordination centre to support their national focal point. The inquiry should
include an explanation of the proposed operational mechanisms of the focal point
coordination centre (central sever communicating with national electronic databases,
central server storing copies of national electronic databases, supporting key distribution
for a digitally signed SID or not) based on compatibility with the other proposed
recommendations eventually selected for action from the options listed in this document. If
a sufficient number of Members were interested, the Office could prepare a procurement
document for a trusted entity to build and host the focal point coordination centre.
■

Major benefits of the recommendation
The authentication of SIDs by border authorities and others around the world would
be simplified and the cost and effort would be considerably reduced for individual
Members maintaining their own national focal points and protecting the privacy of
seafarers and security of data. The level of service and types of queries supported by
national focal points, which vary from country to country, could be normalized and
the same kinds of information would be available using the same access mechanism
shared by all Members that have ratified Convention No. 185.

■

Cost of the recommendation and potential issues
It would be a significant undertaking for the Office to arrange for the procurement of,
and to put in place, the mechanism to manage fees. There would be an initial cost and
an annual cost to each Member which has ratified Convention No. 185 as a
requirement for their participation in the focal point coordination centre. Based on the
costs of running the ICAO PKD, this might be around $56,000 per participating
Member as an initial registration fee and $45,000 per Member per year.

A-7. Collaboration among Members to implement
SID issuance systems
76. Many of the less-developed economy countries do not have the technical expertise to build
their own SID issuance system or the available finances to purchase one from a
commercial supplier. Especially if they have a small number of seafarers, the cost per
seafarer to fully implement all the requirements of Convention No. 185 can be very high.
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A complete SID issuance system typically costs anywhere from a few hundred thousand to
a few million dollars, depending on the number of seafarers and the number of issuance
and enrolment sites. Even after the system is developed or purchased, there are additional
costs for training staff and for ongoing operations, which include not just the services to
register and enrol seafarers, but the cost of maintaining a continuously available focal point
and national electronic database. For many ILO Members, these costs and the associated
technical complexity of building and maintaining such a system make ratification of
Convention No. 185 very difficult.

77. There are some options which would allow countries to collaborate to make these costs
more manageable, both technically and financially, especially if larger countries with more
sophisticated IT infrastructures were to collaborate with smaller countries. As there are
several different options that could be considered, this section is unlike previous sections
in that the options are presented for discussion, with no proposed recommendation. It is
possible that several different options may be used together.

78. Option 1 – Donor donates its own SID system: A SID system could be developed in one
country and a copy of the software made available to other countries free of charge. This
would greatly reduce the cost of implementing Convention No. 185 for the countries which
receive the software. If an independent evaluation took place for the first country to use
this software, then the independent evaluations would be much simpler and more likely to
produce a favourable result for all the other countries using the same software. This option
requires an ILO Member, whether or not it has ratified Convention No. 185, to be willing
to create a system and then distribute it for free to other Members.

79. Option 2 – Regional, shared SID system: Multiple countries could work together to build
a single SID issuance system, focal point and regional electronic database, which could be
used to issue SIDs for all the collaborating countries. Each country would still enrol its
own seafarers and make decisions about their eligibility but they would be using a webbased issuance system hosted within one of the countries and all printing would be done at
the central facility where this system was hosted. This system would also store each
country’s national electronic database within a separate data silo available to the country’s
national focal point. This would allow multiple countries to share the cost of the issuance
system and the national electronic database, greatly reducing the cost to each country. A
large portion of the independent evaluation would be done once at the central site, with
only a limited number of issues needing to be checked at each enrolment site within each
country, reducing the time and cost of independent evaluations for each of the participating
countries.

80. Option 3 – Donor-funded independent development of a SID system with independent
intellectual property: A donor country or a group of donor countries could contribute
sufficient funds (probably $1–3 million) to have a SID issuance system, including
enrolment, printing, stock control, national electronic database and all other aspects of the
system, developed from scratch by a third party. The system would be designed to work
with standard hardware components, such as personal computers, printers, etc. The
intellectual property in this software could then be transferred to the ILO, which would
make it available for free to all countries which ratify Convention No. 185. An
independent evaluation of all the software aspects of the system could be conducted once
using an instance of the system configured at the ILO as part of the software acceptance
procedure when it was initially provided by the third-party developer. Using this
evaluation as a basis, any subsequent evaluations of other instances of the software
deployed by individual countries should be much simpler, quicker and more likely to
produce a favourable result than an independent evaluation starting from scratch with an
unknown system. The net result would be that implementing Convention No. 185 would
become much simpler and much cheaper for any country that availed itself of the ILO
version of a SID issuance system.
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81. Option 4 – Global, shared procurement: An international organization such as the ILO,
in conjunction with one or more countries with good expertise in IT systems and IT
procurement, could conduct a single global procurement of elements of a SID system,
including enrolment stations, central issuance software, fingerprint devices, printers, card
stock, etc. These software and hardware elements could then be made available to all
countries interested in implementing Convention No. 185 using a fixed price list provided
by the successful bidder or bidders in the procurement. If it could be guaranteed that all or
a large majority of countries implementing Convention No. 185 would purchase all their
equipment from this list, then there would be economies of scale which would result in the
equipment made available under this procurement being substantially cheaper than if each
country procured its own system. Likewise, independent evaluations would be simpler, as
the hardware and software elements being evaluated would be almost identical from
country to country. If it were not possible to ensure that most countries would purchase
from this list, however, such procurement would not have significant advantages over
individual procurement conducted by individual countries, except for simplifying their
own procurement process.

B.

For Members that have not ratified
Convention No. 185: Options concerning
use of Convention No. 185 SIDs
82. The following section sets out three options to address the situation of Members that have
not ratified Convention No. 185 but may wish to consider cooperating in its
implementation for the purpose of seafarers’ access for shore leave, transit or related
matters. Three options are discussed below:
B-1. Using Convention No. 185 SIDs in decision-making for seafarer admission.
B-2. Verifying the identity of a seafarer.
B-3. Authenticating the SID.

B-1. Using Convention No. 185 SIDs in decisionmaking for seafarer admission
83. It is important to note that the identification system established by Convention No. 185 is
already open for use by Members that have not ratified the Convention, in that many of its
advantages are to be provided to all ILO Members. Specifically, all Members of the
Organization:
(a) receive a list of the national focal points in ratifying Members, and their immigration
or other competent authorities will have the right to make inquiries to the focal points
with respect to the authenticity and validity of SIDs issued in the country of the focal
point (Article 4(4));
(b) are able to obtain information from the focal points or from the national databases,
relating to details which are essential for the purposes of verifying a SID or the status
of a seafarer (consistent with privacy and data protection principles) (Article 4(5));
and
(c) have access to an up-to-date list of Members whose issuance processes and
procedures have been found to comply with the minimum requirements of the
Convention (Article 5(7)).
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84. If an ILO Member that has not ratified Convention No. 185 is willing to give due
consideration to a seafarer holding a SID validly issued in accordance with the Convention
when making a decision about allowing that seafarer access to its territory for purposes of
shore leave, transit, transfer or repatriation then, as noted above, it will be benefiting from
both the security of the document and the security of the issuance system, which has
already been subject to independent evaluation.

85. There are two different situations in which it may be beneficial for a non-ratifying Member
to take advantage of the improved security of the SID when interacting with a seafarer.
The first situation is when a seafarer arrives at the border and seeks to join or leave a ship
or to take shore leave when arriving at a port. Even if the Member has not ratified
Convention No. 185, it may well have obligations under ILO Convention No. 108, or
under the MLC, 2006, or under the IMO FAL Convention to grant the seafarer access to its
territory. In that case, it would benefit the non-ratifying Member to have a more secure
verification of the seafarer’s identity. The second situation is when seafarers present
themselves at an embassy or consulate to request a visa. Some Members currently require
seafarers to have a visa for entering their territory for transit or transfer and a few nonratifying Members even require seafarers to have a visa for shore leave. In this case, it
would also be useful to the Member to have a more secure means of identifying the
seafarer and of verifying their legitimacy to request a visa as part of their employment as a
seafarer. Therefore the SID should be validated and the seafarer’s identity verified as part
of the visa application.

86. The above advantages would of course be diminished for Members that do not have the
necessary devices to read the information contained in SIDs issued in accordance with
Convention No. 185. The SID is a machine-readable document in accordance with the
standards of ICAO Document 9303, and the contents of the MRZ can be read by any
ICAO-compliant passport reader. However, the biometric template required by Article 3(8)
of the Convention is contained in a two-dimensional bar code. If a border or immigration
authority wishes to verify the seafarer’s fingerprint, then it will need both the capability to
read the bar code and to capture and match the fingerprint. Two options could be
considered for increasing the usefulness of SIDs in countries that have not ratified
Convention No. 185:
■

Option 1 – Development of an optional chip-enabled SID: as discussed in
Section A-4 above, it would be possible to modify Annexes I and II to Convention
No. 185 to add an optional contactless microchip containing all the information that
was already included on SIDs. This would allow SIDs to be read by a standard
ePassport reader and would make it simpler for a non-ratifying country to read a SID
when it was presented by a seafarer at the border. This concept was discussed at the
previous tripartite consultations on Convention No. 185 in September 2010, referred
to in paragraph 12 above. The consensus of these earlier consultations was that a
standard should be developed to support the optional addition to SIDs of a microchip
containing all the information that was already included on SIDs, but the inclusion of
such a microchip was accepted by the Seafarer representatives on the understanding
that port States would give significant weight to allowing shore leave for seafarers
holding SIDs validly issued in accordance with Convention No. 185.

■

Option 2 – Changing the biometric from a fingerprint in a bar code to a facial
image: this option, discussed in Section A-5 above, would give all the benefits of
adding an optional microchip to SIDs, but would also allow a non-ratifying Member
to verify a seafarer’s identity using facial recognition (either manually or with an
ABC system) and would allow the validity of the SID to be checked using the same
system of digital signatures with public keys distributed through the ICAO PKD that
is already used for verifying ePassports. It would make SIDs completely interoperable
with the current systems used for ePassports and would require no extra infrastructure
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or effort for a non-ratifying Member to take advantage of the extra security offered by
SIDs.

87. The non-ratifying Member might also wish to avail itself of the ability to independently
check the authenticity of a SID by communicating with the national focal point of the
Member which issued the SID. This would require a method of communicating with the
available focal points and the infrastructure to permit such communication at the point
where the SID was being authenticated. Since Article 6(3) of the Convention requires that
verification of a seafarer’s authenticity “shall be carried out in the shortest possible time
provided that reasonable advance notice of the holder’s arrival was received by the
competent authorities”, there would be an opportunity for a Member to contact the national
focal point for a seafarer when the information about their arrival was transmitted, rather
than when encountering them at the point when they are requesting admission for shore
leave at a port. This might reduce the difficulty of providing suitable communications
infrastructure at every port and every border point, but it would require more coordination
in receiving notices of arrival and processing them.

88. If the decision to replace the fingerprint in a bar code with a facial image is not taken (or in
the interim period before such a decision takes effect), the non-ratifying Members would
require a mechanism to read a SID and verify the identity of a seafarer, as well as a
mechanism to contact national focal points where it was necessary to authenticate a
specific SID as being valid. Some technical options for performing these actions are
discussed in more detail below.

B-2. Verifying the identity of a seafarer
89. Any Member that wishes to verify the identity of a seafarer at a port or other border
crossing point would need some infrastructure components to be in place. The absolute
minimum would be a standard passport reader which could read the MRZ on the current
form of the SID. This would allow the information contained on the SID to be
automatically read, but it would not provide any type of verification of either the seafarer
or the SID. In order to verify the identity of the seafarer, there would also need to be a
mechanism to read and verify the biometric. With current SIDs, this would require a bar
code reader, an interoperable fingerprint sensor and the corresponding fingerprintmatching software. The total cost to purchase a suitable bar code reader and fingerprint
product varies from about $400 to $1,200, depending on the particular hardware selected.
These can be integrated into a stand-alone application on a computer at a secondary
screening point (inexpensive and simple), into the existing primary inspection software at
every border point (potentially quite expensive) or into a mobile unit (convenient but more
complicated). The software integration costs are difficult to estimate, but the development
of a simple application running on a stand-alone computer at a secondary screening point
should cost less than $10,000.

90. The concept of sending seafarers (who need to validate their identity as a seafarer before
they are allowed to cross a border) to a secondary inspection point with a stand-alone
verification application makes sense at most border points, as the number of seafarers is
small in comparison to the total volume of individuals crossing a border. At a port,
however, it might be insufficient to have only a single fixed point for all seafarers to be
verified and it might be more useful to have mobile devices that can be brought on board
ships. Such mobile devices would not be difficult to build, as there are already many
mobile fingerprint and document scanners on the market, but thus far there has not been
sufficient market demand for any of the suppliers of such devices to modify one
specifically to work with SIDs.
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91. If an optional chip is added to a SID, then a Member which had not ratified Convention
No. 185 might choose to give more benefit to seafarers holding a chip-enabled SID, as
these could be verified using a standard ePassport reader and would not require a separate
bar code reader, saving about $200–$400 per verification point.

B-3. Authenticating the SID
92. Once a seafarer had been verified as the legitimate holder of a SID, there would still be the
question of whether or not that SID was a genuine document. Under the current system of
SIDs, the only way to authenticate that a SID is genuine is to contact the focal point of the
Member which issued the SID. Although a SID contains contact information for its
corresponding national focal point, a fraudulent document could contain fraudulent
information about the contact information for the focal point. As discussed above in
section A, this requires the entity wishing to authenticate the SID to have access to the list
of legitimate focal points which is to be periodically published by the ILO in accordance
with Article 4(4) of the Convention, As there are only a few focal points operational, even
among Members which have ratified Convention No. 185, this list has not yet been
published. In the future, if there were a focal point coordination centre as discussed above
in option A-6, this would greatly simplify the distribution of information about legitimate
focal points, as every authority that might wish to authenticate a SID would only need to
use one website and one telephone number.

93. Even with a focal point coordination centre, the entity seeking to verify a SID would need
the capability to make an international phone call and then communicate in a language
which could be understood by the staff of the focal point or it would need Internet access
in order to access the website of the focal point. Internet access is probably the best
solution due to potential language problems, but Internet access is not always available at
ports or at border crossing points. This again suggests that the best way to authenticate a
seafarer at a border crossing point when they are arriving to join or leave a ship would be
to have a dedicated secondary processing location where the equipment to verify the
seafarer’s identity and an Internet link to authenticate the SID could be available. At ports,
however, when seafarers arrive with their ship and request entry for the purposes of shore
leave, there is another method that may work well.

94. Article 6(3) of Convention No. 185 provides that “Verification and any related inquiries
and formalities referred to in paragraph 2 above shall be carried out in the shortest possible
time provided that reasonable advance notice of the holder’s arrival was received by the
competent authorities.” This notice is usually provided in accordance with existing practice
in accordance with the FAL Convention, in the form of a crew list that is provided in
advance of the arrival of a ship. 23 Once the crew list is available, the information it
contains can be used at a central location which does have internet access to contact the
focal point websites and authenticate the SIDs of all the crew members. Notice of the
results of this authentication can then be provided to the competent authorities at the port
where the ship is scheduled to arrive.

95. This process of authenticating SIDs in advance, based on information from a crew list, is
greatly facilitated with the standardized format for the ship crew list and advance
reporting. 24 The office would then have a chance to authenticate each SID on the list

23

FAL Convention, Annex I (IMO FAL Form 5), supra note 14.

24

Perhaps in connection with the concept of a single window for submission of standardized
information to a single entry point, currently under discussion in the IMO, ibid.
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through the focal point coordination centre or through multiple individual focal points and
then send the results to the port officials. If there is agreement on a standardized crew list
format, then the focal point coordination centre could be designed so that it accepts these
crew lists electronically and sends a standardized reply for each seafarer on the list, which
would reduce the effort required by the office receiving them from the ships prior to their
arrival in port.

96. To the extent that they are considered feasible, the various options in the present section B
of this paper could significantly assist security with respect to the admission of foreign
seafarers in countries that are not yet in a position to ratify Convention No. 185, and could
consequently facilitate such admissions for, inter alia, the purpose of shore leave, in
accordance with paragraph 2 of Regulation 2.4 of the MLC, 2006, as well as accessibility
to shore-based seafarers’ welfare facilities in accordance with Regulation 4.4.

97. The above cooperation on the part of countries that have not yet ratified Convention
No. 185 would also be significant in indicating their commitment to the welfare of
seafarers and to the facilitation of world shipping, as well as to the basic purpose of the
Convention that was adopted in 2003 by an overwhelming majority and without any
dissenting votes.
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Appendix I
Ratifications of the Seafarers’ Identity Documents
Convention (Revised), 2003 (No. 185)
(as at 30 November 2014)
Country

Date

Status

Albania

11 Oct. 2007

In force

Azerbaijan
On 10 April 2006, the Government
notified that it provisionally applies
the Convention, in accordance with
its Article 9

17 July 2006

In force

Bahamas

14 Dec. 2006

In force

Bangladesh

28 Apr. 2014

In force

Bosnia and Herzegovina

18 Jan. 2010

In force

Brazil

21 Jan. 2010

In force

Congo

14 May 2014

In force

Croatia

6 Sep. 2011

In force

France

27 Apr. 2004

In force

Hungary

30 Mar. 2005

In force

Indonesia

16 July 2008

In force

Jordan

9 Aug. 2004

In force

Kazakhstan

17 May 2010

In force

Kiribati

6 June 2014

In force

Korea, Republic of

4 Apr. 2007

In force

Lithuania
On 14 August 2006, the Government
notified that it provisionally applies
the Convention, in accordance with
its Article 9

14 Aug. 2006

Not in force

Luxembourg

20 Sep. 2011

In force

Madagascar

6 June 2007

In force

Marshall Islands

24 Aug. 2011

In force

Moldova, Republic of

28 Aug. 2006

In force

Nigeria

19 Aug. 2004

In force

Pakistan

21 Dec. 2006

In force

Philippines

19 Jan. 2012

In force

Russian Federation

26 Feb. 2010

In force

Spain

26 May 2011

In force

Turkmenistan

12 Feb. 2014

In force

Vanuatu

28 July 2006

In force

Yemen

6 Oct. 2008

In force

MESIDC-R-[NORME-141124-83]-En.docx

Notes
Provisional application (Article 9)

Provisional application (Article 9)

29

Appendix II
Selected sections from ISO/IEC 24713-3:2009 1
Note that for reference purposes in the excerpts quoted below, ISO/IEC 7501 is the ISO
version of ICAO Document 9303, which contains exactly the same text as the ICAO document, but
allows it to be referenced in other ISO standards.

1

This is an extract from a technical document produced by the ISO and is available only in the
English language.
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